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¢, Queé es Cloud?

U La mayor evolucion en tecnologia que puede tener un
Impacto similar al del nacimiento de Internet

U N°1delalistade 10 tecnologias estratégicas de todos los
analistas

U A no ser que hayas estado bajo una roca recientemente,
habras oido el termino Cloud Computing como la proxima
revolucion en tecnologias de la informacion - CFO Magazine
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¢, Quée es Cloud?

Un modelo de pago por uso de aplicaciones,
plataformas de desarrollo y/o infraestructuras de TI

Trustin, and value from, information systems



Definicién del modelo

Broad On-Demand
) () e el
Resource Pooling

Software as a Platform as a Infrastructure as a
Service (SaaS) Service (PaaS) Service (laaS)




Caracteristicas esenciales

Caracteristica

Definicidon

On-demand self-service

The cloud provider should have the ability to automatically provision computing capabilities, such
as server and network storage, as needed without requiring human interaction with each service’s
provider.

Broad network access

According to NIST, the cloud network should be accessible anywhere, by almost any device
(e.g., smart phone, laptop, mobile devices, PDA).

Resource pooling

The provider’s computing resources are pooled to serve multiple customers using a multitenant
model, with different physical and virtual resources dynamically assigned and reassigned according
to demand. There is a sense of location independence. The customer generally has no control or
knowledge over the exact location of the provided resources. However, he/she may be able to
specify location at a higher level of abstraction (e.g., country, region or data center). Examples of
resources include storage, processing, memory, network bandwidth and virtual machines.

Rapid elasticity

Capabilities can be rapidly and elastically provisioned, in many cases automatically, to scale out
quickly and rapidly released to scale in quickly. To the customer, the capabilities available for
provisioning often appear to be unlimited and can be purchased in any quantity at any time.

Measured service

Cloud systems automatically control and optimize resource use by leveraging a metering capability
(e.qg., storage, processing, bandwidth and active user accounts). Resource usage can be monitored,
cnnt_rnlled and reported, providing transparency for both the provider and customer of the utilized
service.

HSACA



Modelo

Modelos de servicio

Definicion

A Considerar

Infrastructure as a Service (laaS)

Capability to provision processing, storage,
networks and other fundamental computing
resources, offering the customer the ability to
deploy and run arbitrary software, which can
include operating systems and applications.
laaS puts these [T operations into the hands
of a third party.

Options to minimize the impact if the cloud
provider has a service interruption

Platform as a Service (PaaS)

Capability to deploy onto the cloud
infrastructure customer-created or acquired
applications created using programming
languages and tools supported by the
provider

* Availability

* Confidentiality

* Privacy and legal liability in the event of
a security breach (as databases housing
sensitive information will now be hosted
offsite)

» Data ownership

* Concerns around e-discovery

Software as a Service (SaaS)

Capability to use the provider’s applications
running on cloud infrastructure. The
applications are accessible from various client
devices through a thin client interface such as
a web browser (e.g., web-based e-mail).

* Who owns the applications?
* Where do the applications reside?
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Modelos de despliegue

Modelo de despliegue

Descripcion de
la infraestructura

A considerar

Private cloud

* Operated solely for an organization

* May be managed by the organization or a
third party

¢ May exist on-premise or off-premise

* Cloud services with minimum risk
* May not provide the scalability and agility of
public cloud services

Community cloud

 Shared by several organizations

* Supports a specific community that has
shared mission or interest.

* May be managed by the organizations or a
third party

* May reside on-premise or off-premise

¢ Same as private cloud, plus:
» Data may be stored with the data of
competitors.

(private, community or public) that remain
unique entities but are bound together by
standardized or proprietary technology that
enables data and application portability
(e.g., cloud bursting for load balancing
between clouds)

Public cloud * Made available to the general public or a ¢ Same as community cloud, plus:
large industry group * Data may be stored in unknown locations
* Owned by an organization selling cloud and may not be easily retrievable.
services
Hybrid cloud A composition of two or more clouds ¢ Aggregate risk of merging different

deployment models

* Classification and labeling of data will be
beneficial to the security manager to ensure
that data are assigned to the correct cloud

type.
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Client Assumes
All Data and Application
Security Risks

PaaS

Platform as a Service
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Fuente: ISACA1 IT Control Objectives for Cloud Computing : Controls and Assurance in the Cloud
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Los mismos principios... diferente
contexto
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Beneficios de Cloud

U Optimizacidon en uso de infraestructura
U Ahorro de costos

U Escalabilidad dinamica

U Ciclo de desarrollo optimizado

U Reduccion de tiempo de implantacion
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Retos de Cloud

Localizacion de los datos
Infraestructura compartida

Transparencia en politicas y procedimientos de
seguridad

Pertenencia de los datos en la nube

APIs propietarias y dificultades de migracion (lock-in)
Proteccion de la informacion para auditoria forense
Gestion de la identidad y acceso

Requerimientos legales

Borrado de datos de uso SaaS o PaaS

< < <
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Razones para no utilizar la nube

Security concems | 472
Data privacy concems 206
Compliance concems 157

Reliability concems N7

Legacy infrastructure
investments —

Other | 25.2

0% 2% 40% 60% 0% 100°%

Fuente: ISACA i Global Status Report on the Governance of Enterprise IT (GEIT) - 2011
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Vuelta a los origenes
cQué?
;. Quién?
;Como?
;sCuando?
;. Por que?
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Dirigido por el negocio

Business

requirements l T information
IT

Processes

Guidelines Practices

Maturity
Models
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Dirigido por el negocio

Enterprise Strategy

Business Goals
for IT

@ Iletn'cs

L »

IT Goals

‘ metrics
@ s Enterprise

Architecture for IT
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Frameworks de gestion Cloud
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Business Model
for Information Security
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Riesgos tradicionales en Outsourcing

A Pérdida de foco de negocio

A La solucién/servicio no aporta los
resultados esperados o los requerimientos
de los usaurios; no rinde como se espera,
no se integra con el plan estratégico ni la
direccién ni arquitectura tecnoldgica

A Solucion identificada incorrecta o no
sincronizada con el negocio

A Discrepancias contractuales y vacios entre
el negocio y las expectativas/realidades del
proveedor

A Vacios de control entre los procesos del
proveedor y la organizacion

A Seguridad y confidencialidad del sistema
comprometida

A Transacciones invalidas o incorrectas
A Costoros controles compensatorios
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A Disponibilidad del sistema reducida y
cuestionable integridad de la informacion

A Pobre calidad del software, testing
inadecuado y elevado numero de errores

A Fallos para responder de manera 6ptima los
incidentes con las aprobaciones necesarias

A Dedicacion de recursos insuficiente
A Responsabilidad diluida
A Facturaciones equivocas

A Litigacién, mediacion o terminacion del
acuerdo, resultando en mayores costes e
interrupcion o degradacioén del servicio

A Incapacidad para satisfacer las necesidades
de auditoria y los requerimientos de los
reguladores

A Reputacion
A Fraude



Y riesgos adicionales en Cloud

A Inmadurez de los proveedores de servicio

A Confianza en Internet como el conducto
principal para gestion de la informacion
puede suponer:

I Cuestiones de seguridad en un entorno
publico

I Cuestiones de disponibilidad debido a corte
de suministro de Internet

A Debido a la naturaleza dinamica de Cloud
Computing:

i Lalocalizacion del centro de proceso de

datos puede cambiar dependiendo del
balanceo de carga

i Puede estar varias geografias distintas

i Las instalaciones se pueden compartir con
competidores

I Cuestiones legales (propiedad,
responsabilidad, etc.) relativas a la
diferentes legislaciones de cada pais

HISACA
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Mayor magnitud de los riesgos de privacidad
Mayores vulnerabilidades por su factor de
exposicion

Riesgo agregado por multiples datacenters
Mayor dependencia de terceros
Cumplimiento normativo

Flujo de informacion (PIl) a través de
fronteras

Calidad de los procesos de auditoria
Cumplimiento contractual



IT GONTROL

COMPUTING:

CONTROLS AND ASSURANCE IN THE CLOUD

Trust in, and value from, information systems



Componentes de un cumplimiento deTl
UNIFICADO

Business function Key Activities

Governance * Provide executive oversight and visibility through ongoing status reporting
based on key performance indicators (KPIs) and compliance activities.

Risk management * Perform a periodic risk assessment.

* |dentify controls in a unified controls matrix to mitigate known risk.

* Efficiently address applicable compliance requirements such as PCI, the
US Sarbanes-0xley Act, privacy/breach notifications, corporate policies
and standards, and customer/business partner requirements.

¢ Perform risk assessments of new projects and systems.

* Perijodically update the controls matrix to address changes/new risk.

Compliance * Develop control testing/monitoring plans.

* Perform control testing/monitoring procedures in a coordinated manner
to reduce or eliminate duplication of efforts across the enterprise’s
compliance functions.

* Monitor the status of risk mitigation activities for identified control gaps.

* Provide support for external audit and certification activities to enable

efficiencies.
Continuous * |dentify and implement solutions to address aggregated control gaps.
improvement * Automate controls and monitoring activities where possible to drive
efficiency.
Unified control * Control activities should be executed by CSP personnel or other third
processes parties; this includes in-house and outsourced activities.

HSACA
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Ejemplo de Objetivos de Control para

Cloud Computing

COBIT Domain: Plan and Organise (PO)

P01 Define a Strategic IT Plan

IT strategic planning is required to manage and direct all IT resources in line with the business
strategy and priorities. The IT function and business stakeholders are responsible for ensuring
that optimal value is realised from project and service portfolios. The strategic plan improves key
stakeholders’ understanding of IT opportunities and limitations, assesses current performance,
identifies capacity and human resources requirements and clarifies the level of investment
required. The business strategy and priorities are to be reflected in portfolios and executed by the
IT tactical plan(s), which specifies concise objectives, action plans and tasks that are understood

and accepted by both business and IT. Cloud Deployment Legend

PO1.1 IT Value Management meilmoes|mea High Priority Lower Priority
Work with the business to ensure that the enterprise portfolio of Public [ | O
IT-enabled investments contains programmes that have solid business Private ° o

cases. Recognise that there are mandatory, sustaining and discretionary
investments that differ in complexity and degree of freedom in
allocating funds. IT processes should provide effective and efficient
delivery of the IT components of programmes and early warning of

any deviations from plan, including cost, schedule or functionality,

that might impact the expected outcomes of the programmes. IT
services should be executed against equitable and enforceable SLAs.
Accountability for achieving the benefits and controlling the costs
should be clearly assigned and monitored. Establish fair, transparent,
repeatable and comparable evaluation of business cases, including
financial worth, the risk of not delivering a capability and the risk of not
realising the expected benefits.

P01.2 Business-IT Alignment DoA|lOoA|lOOCA
Establish processes of bi-directional education and reciprocal

inunluamant in etratanin nlanninn ta arhiaua hiicinace and IT alinnmant

HSACA
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Ejemplo de programa de Aseguramiento/Auditoria
para Cloud Computing

Audit'Assurance Program Step
2. GOVERNING THE CLOUD (cont.)
2.1.1.1 Governance Model DS54 X X X X
Control: The organization has mechanisms in place to identify all ME1.5
providers and brokers of cloud services with which it currently does ME4.1

business and all cloud deployments that exist across the enterprise. The | ME4.2
organization ensures that customer, [T, information security and business
units actively participate in the governance and policy activities to align
business objectives and information security capabilitias of the service
provider with those of the orpanization.

2.1.1.1.1 Determine if the IT, information security and key business
functions have defined integrated govemance framework and
monitoring processes.

2.1.1.1.2 Determine if the [T, information security functions and key
businass units are actively involved in the establishment of SLAs
and confractual obligations.

2.1.1.1.3 Determine if the information security function has performed
a gap analysis of the service provider's information security
capabilities against the organization's information security
policies and threat and vulnerabilities/TT risk emanating from
the transition to cloud computing.

2.1.1.1.4 Determine if the cloud provider has identified control objectives
for the provided services.

HSACA
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Los dominios del cloud

Gobierno y Gestién Riesgo Corporativo
Legalidad y Descubrimiento Digital

Conformidad legal y Auditoria

Gestion del ciclo de vida de la informacion

pNO|D Ud opueuIa]oOn)

Portabilidad e interoperabilidad

Seguridad y Gestion de la Continuidad

Operaciones del Data Center

Respuesta a incidentes, notificacién y remediacion

Seguridad de aplicaciones
Cifrado y Gestion de claves
Gestion de la identidad y acceso

Virtualizacion

Operando en Cloud

—ISACA
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Enterprise Risk

Strategic | § Environmental § Market Credit | | Operational § Compliance
Risk Risk Risk Risk Risk Risk

IT-related Risk

IT Benefit/Value IT Programme and IT Operations and
Enablement Risk Project Delivery Risk Service Delivery Risk

Trust in, and value from, information systems



High-level Risk Scenarios

Positive Example Scenarios

Negative Example Scenarios

New (cloud) technologies

= New technologies for new
initiatives or more efficient
operations adopted and
exploited

= Competitive advantage

= Business innovation potential

= Failure to adopt and exploit
new technologies (i.e.,
functionality, optimization) on
a timely basis

= New and impaortant
technology trends not
identified

* |nability to use the technology
to realize desired outcomes
(e.g., failure to make
required business model or
organizational changes)

(Cloud) technology selection

# (ptimal technology selected
for implementation

= Ability to switch faster to
newer technology

» Wrong technologies (i.e.,
cost, performance, features,
compatibility) selected for
implementation

Cloud investment decision
making

* Coordinated decision making
over IT investments between
business and IT

* Reduced IT investment

» Business managers or
representatives not involved
in important [T investment
decision making (e.g., new
applications, prioritization,
technology opportunities)

Accountability over cloud (IT)

= Business assumes
appropriate accountability
over [T and codetermines
the strateqgy for the cloud,
especially application portfolio

» Business not assuming
accountability over those
cloud areas that it should
(e.g., functional requirements,
development priorities,
opportunity assessment
through new technologies)
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Uniendo objetivos de negocio y de TI

CoeiT Information Criteria

f il

1 | Provide a good return on investment of [T-enabled business investments. | 24
Financial | 2 | Wanage IT-related business risk. 2 | 14|17 |18 192 |21 |22 v v | v
3 | Improve corporate gavernance and ransparency. 2 |18 v
4 | Improve customer orientation and service. 3123 "4
5 | Offer competitive products and services. 5 | 24 v |V
Gum 6 | Establish service continuity and availability. 1011622123 v v
T | Create agility in responding to changing business requirements, 1 5 |25 v oV
8 | Achieve cost optimisation of service delivery. T8 10|24 v
9 | Obtain reliable and useful information for strategic decision making, 2 4 112 |20 | 26 v v v
10 | Improve and maintain business process functionality. B 711 v v
11 | Lower process costs. T B 113 |15 | 24 v
Internal 12 | Provide compliance with external laws, regulations and contracts. 2 19 |20 | 21 | 22 | 26 | 27 v v
13 | Provide compliance with internal policies, 2 013 v v
14 | Manage business change. 1 5 3 11 | 28 v |V
15 | Improve and maintain operational and staff productivity. 7 8 [ 11 | 13 "4
Learning and | 16 | Manage product and business innovation. 5 | 25 |28 v | v
S 17 | Acquire and maintain skilled and motivated people. 9 v | v

—SACA
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Recursos disponibles
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Formacion y Certificacion
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Diez preguntas para la nube

. ¢, Como se gestiona la identidad y el acceso en la nube?

. ¢, Donde estaran mis datos geograficamente ubicados?

. ¢, Como se gestiona la seguridad de mis datos?

. ¢, Como se controla el acceso de usuarios privilegiados?

. ¢, Como estan protegidos mis datos frente a abusos de usuarios?
. ¢,Qué nivel de aislamiento puedo esperar?

. ¢, COmMo se protegen mis datos en entornos virtualizados?

. ¢, COmo se protegen los sistemas de las amenazas de Internet?

. ¢, COmo se monitorizan y se auditan las actividades?

10. ¢ Qué tipo de certificacion de seguridad debo solicitar?

© 00N O 01 & W DN PP
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