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Modelo de servicio

Definicion

Infraestructura como un servicio (laaS)

Capacidad para configurar procesamiento,
almacenamiento, redes y otros recursos
de computacion fundamentales, ofreciendo
al cliente la posibilidad de implementar y
ejecutar software arbitrario, el cual puede
incluir sistemas operativos y aplicaciones.
laaS coloca estas operaciones de Tl en las
manos de un tercero.

Plataforma como un servicio (PaaS)

Capacidad para implementar en la
infraestructura de la nube aplicaciones
creadas o adquiridas por el cliente que
se hayan creado utilizando lenguajes y
herramientas de programacion que estén
respaldados por el proveedor

Software como un servicio (SaaS)

Capacidad para utilizar las aplicaciones

del proveedor que se ejecutan en la
infraestructura de la nube. Se puede

acceder a las aplicaciones desde diferentes
dispositivos cliente a traves de una interfaz de
cliente ligero (thin client), como un explorador
web (por ejemplo, correo electronico basado
en la web).
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Modelo de implementacion

Descripcion de la infraestructura
de la nube

Nube privada

* Operada tnicamente para una organizacion
* Puede ser manejada por la organizacion o

Nube comunitaria

* Compartida por varias organizaciones

* Respalda una comunidad especifica que
haya compartido su mision o interés.

* Puede ser manejada por las organizaciones
0 un tercero

* Puede residir dentro o fuera de las
instalaciones

Nube publica * Esta disponible para el publico en general o
un grupo industrial grande
* Pertenece a una organizacion que vende
servicios en la nube
Nube hibrida Una composicion de dos o mas nubes

(privada, comunitaria o publica) que contintan
siendo entidades unicas, pero que estan
unidas mediante tecnologia estandarizada

0 propietaria que permite la portabilidad de
datos y aplicaciones (por ejemplo, ampliacion
de la nube [cloud bursting] para equilibrar la
carga entre las nubes.)
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Client Assumes
All Data and Application
Security Risks

laaS
Infrastructure as a Service

PaaS

Platform as a Service
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Data and Application
Security Risks
Per SLA

SaaS

Software as a Service
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Software as a Service (Saas)
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Cloud Computing COBIT Control Objectives | 1aas | Paas | Saas
COBIT Domain: Plan and Organise (P0) (cont.)

P02.1 Enterprise Information Architecture Model OcA|OOCA|OOA
Establish and maintain an enterprise information model to enable
applications development and decision-supporting activities, consistent
with IT plans as described in PO1. The model should facilitate the
optimal creation, use and sharing of information by the business in a
way that maintains integrity and is flexible, functional, cost-effective,
timely, secure and resilient to failure.

Comment: SaaS applications that have been customised may
require consideration.

P02.2 Enterprise Data Dictionary and Data Syntax Rules DoA|Me A|Ne A
Maintain an enterprise data dictionary that incorporates the
organisation’s data syntax rules. This dictionary should enable the
sharing of data elements amonagst applications and systems, promote
a common understanding of data amongst IT and business users, and
prevent incompatible data elements from being created.

Comment: This would apply to customisable processes within Saas
and with systems developed in Paas.

Cloud Deployment Legend
High Priority Lower Priority
Public [ | 0
" ( Private ® O =l > >
Hybrid A Jay ?@(1 " " #!




Certification/Framework—

Description

ISO/IEC 27001/27002—

Established by 1S0. ISO 2700x

standards provide a security
framework and process
accreditation relative to the
standards process.

* Can provide an independent,
third-party certification on
which GSP clients may rely

* Well-known published
standards and evaluation
criteria. IS0 standards are
more commonly used and
accepted in Europe than in
other areas of the world.

* Cover most security risk
points of cloud computing,
but applicable controls are
a subset of the entire ISO
2700x control spectrum
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Certification/Framework—
Description

Benefits

Challenges

Cloud Security Matrix—This
cloud security controls matrix is
specifically designed to provide
fundamental security principles
to quide cloud vendors and
assist prospective cloud clients

in assessing overall security
risks of a CSP.

¢ Provides a framework that
is specifically focused and
targeted at cloud security
controls

* Based on other industry-
accepted security standards,
regulations and controls
frameworks, including
controls from HIPAA, ISO/IEC
27001/27002, COBIT, PCI
and NIST

¢ Focused on cloud security
and risks and not across the
broad ecosystem of cloud
management risks

* Not yet commonly understood
or consistently accepted
as a framework for cloud
security, but quickly gaining
momentum and awareness




Certification/Framework—
Description Benefits

COBIT 4.1—ISACA’s ¢ Provides a comprehensive

comprehensive framework for framework to evaluate

the control and governance cloud environments through

of business-driven IT-based the entire ecosystem (due

projects and operations diligence through delivery
management)

¢ Offers mapping to other

frameworks such as NIST
) | SP 800-53, IS0 17799, ITIL,

CMMI and PMBOK

¢ Commonly understood and
accepted framework

* Mapped to cloud risk and
controls by ISACA
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Un documento técnico ( , ®
de ISACA sobre SACA

tecnologia emergente S 1 Gorce Prfeskos

Computacion en la nube: Beneficios de negocio
con perspectivas de seguridad, gobierno
y aseguramiento




COBIT 5:
The Framework

Exposure Draft
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COBIT PrROCESS ASSESSMENT MODEL (PAM)

Figure 1—Terms Used for Process Maturity/Capability

Capability Levels

Based on
COBIT 4.1 MM Levels ISO/IEC 15504 Meaning of the Capability Levels Based on ISO/IEC 15504
5—C0ptimised 5—0ptimizing Continuously improved to meet relevant current and projected enterprise goals
4—Managed and 4—Predictable Operates within defined limits to achieve its process outcomes
measurable

3—Defined 3—Established Implemented using a defined process that is capable of achieving its process
outcomes

N/A 2—Managed Implemented in 2 managed fashion (planned, monitored and adjusted) with
appropriately established, controlled and maintained work products

N/A 1—Performed Achieves its process purpose

2—Repeatable 0—Incomplete Not implemented or little/no evidence of any systematic achievement of the

1—Ad hoc process purpose

0—Non-existent
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Retail
Pricing

Long-Term
Contract

Increasing Price Volatility *
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