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ME Maniarand evaluate IT pariommance.
MEZ Maniar and esaluate inkemal control.
MEZ Ensurs regulabary campBance.

ME4 Provide IT grearmanics.

BUSINESS DBJECTIVES

VERNANCE QBJECTIVES

Ciefine a sirabegi T plan.

Ciefine the infamatian architecture.

[Cietermine echmalapical directian

Ciefine the IT procesass, organisadion and relefionsbips.
Manage the IT iwestman.

Commanicate musagemeataime and dinadtion.
Manage IT human resourmes.

Manage oualty.

Assess and manage [T rsks.

0 Manage prajects.

FSRamFEERS

2

Defin= and manage service: kaels.
Barge third-party senvices.
Warage peformance and capacigy.
Ensure rominuaus senace.
Ensare sysiams s=aarity.

Identity and alocate casts.
Educate andtrain ssers.

Manage s=rvioe desk and incidents.
Wanage the canfiguration.

D54 0 Wanage problems.

D511 Bansge data.

[54 2 Wanage tlpl't:.-:-icallm'imnmrt
D54 2 Marage aperabions.

EERRERBREE

B |dentiy autnmaied salutions.

K2 Acguir and maimain ap plication saftsars.

B3 Arguie and maimain kechnolagy infrsbuciure.
B4 Erab ke apration and wse.

BI5 Pracues [T resoames.

H& Manage chanpes.

A7 Ingtal and sczredit sobbions and changes.
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I==Management processes are not applied at all.
1—Processes are a4 hoc and disorganised.
2—Processes follow a regular pattern,

J==Processes are documented and communicated,

4—Processes are monitored and measured.
5—Good practices are followed and automated,
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0 Non-existent. Complete lack of any recognisable processes. The enterprise has not even recognised that there is an issue to be addressed.

1 Initial. There is evidence that the enterprise has recognised that the issues exist and need to be addressed. There are, however, no standardised
processes: instead there are ad hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to
management is disorganised.

2 Repeatable. Processes have developed to the stage where similar procedures are followed by different people undertaking the same task. There
is no formal training or communication of standard procedures, and responsibility is left to the individual. There is a high degree of reliance on
the knowledge of individuals and, therefore, errors are likely.

3 Defined. Procedures have been standardised and documented, and communicated through training. It is, however, left to the individual to
follow these processes, and it is unlikely that deviations will be detected. The procedures themselves are not sophisticated but are the
formalisation of existing practices.

4 Managed. It is possible to monitor and measure compliance with procedures and to take action where processes appear not to be working
effectively. Processes are under constant improvement and provide good practice. Automation and tools are used in a limited or fragmented way.

5 Optimised. Processes have been refined to a level of best practice, based on the results of continucus improvement and maturity modelling
with other enterprises. IT is used in an integrated way to automate the workflow, providing tools to improve quality and effectiveness, making the
enterprise quick to adapt.
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Define goals.
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PCl Process Owner
Assign an owner for each CoBIT process such that responsibility is clear.

PC2 Repeatability
Define each CoBIT process such that it is repeatable.

PC3 Goals and Objectives
Establish clear goals and objectives for each CoBiT process for effective execution.

PC4 Roles and Responsibilities
Define unambiguous roles, activities and responsibilities for each CoBIT process for efficient execution.

PC5 Process Performance
Measure the performance of each CoBIT process against its goals.

PC6 Policy, Plans and Procedures
Document, review, keep up to date, sign off on and communicate to all involved parties any policy, plan
or procedure that drives a COBIT process.
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Data Origination/ Authorisation Controls

ACT Data Preparation Procedures

Data preparation procedures are in place and followed by user departments. In this context, input form design helps ensure that
errors and omissions are minimised. Error-handling procedures during data origination reasonably ensure that errors and
irregularities are detected. reported and corrected.

AC2 Source Document Authorisation Procedures
Authorised personnel who are acting within their authority properly prepare source documents and an adequate segregation of
duties is in place regarding the origination and approval of source documents.

AC3 Source Document Data Collection
Procedures ensure that all authorised source documents are complete and accurate, properly accounted for and transmitted in a
timely manner for entry.

AC4 Source Document Error Handling
Error-handling procedures during data origination reasonably ensure detection, reporting and correction of errors and irregularities.

ACS Source Document Retention
Procedures are in place to ensure original source documents are retained or are reproducible by the organisation for an adequate
amount of time to facilitate retrieval or reconstruction of data as well as to satisfy legal requirements.

Data Input Controls
ACH Data Input Authorisation Procedures
Procedures ensure that only authorised staff members perform data input.

ACT Accuracy, Completeness and Authorisation Checks
Transaction data entered for processing (people-generated, system-generated or interfaced inputs) are subject to a variety of control

to check for accuracy, completeness and validity. Procedures also assure that input data are validated and edited as close to the poin
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Plan and Organise

Define a Strategic IT Plan

HiGH-LEVEL CONTROL OBJECTIVE

PO1 Define a Strategic IT Plan

IT strategic planning is required to manage and direct all IT resources in line with the business strategy and priorities. The IT
function and business stakeholders are responsible for ensuring that optimal value is realised from project and service portfolios.
The strategic plan should improve key stakeholders” understanding of IT opportunmities and limitations, assess current performance
and clarify the level of investment required. The business strategy and priorities are to be reflected in portfolios and executed by the
IT tactical plan(s), which establishes concise objectives, plans and tasks understood and accepted bv both business and IT.

Plan and

Organise

Acquire and

Implement

Deliver and
Support

Monitor and
Evaluate

Control over the IT process of

Define a strategic [T plan
that satisfies the business requirement for IT of

sustaining or extending the business strategy and governance requirements while being transparent
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