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AAntecedentes

- Introduccion

- Ejemplo de Fuga de Informacion

- Nueva Ley - LFPDPPP

- Retos en prevencion de Fuga de Datos
- ¢, En qué nos ayudara?

Alntroduccion

- ¢, Qué es DLP?

- Las Bases

- Multiples facetas de fuga
- Requisitos

Aldentificacion

- Fuentes de Informacion
- Fingerprints

- Otros Métodos

AMonitoreo

- Modulos

- Datos en Reposo

- Datos en Movimiento
- Datos en Uso

AProteger

- Metodologia con resultados
comprobados

- Evidencia

AConclusién




Empresa Scanda

Enfoque al
corporativo

Facturacion
60MDD

13 Ciudades

5 Paises

Mas de 700
empleados

20 anos en
el mercado

SCANDA



Introduccion Antecedentes

¢Cualesy dondeestala

. S = ¢Quieny comola utilizar? :Comoproteqgerla?
informacionclasificad2 ¢ proteg

A1 / 400 correos contiene informacion confidencial

A1 /50 archivos de red estan erroneamente expuestos

AE| instituto Vontu and Ponemon en el 2007, estadistica donde 1/ 2
empresas pierden informacibonen USBO6 s .

SCANDA AEI 66% de las victimas no sabian que esos datos estaban en sus
equipos.
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El caso mas famoso de fuga de

informacion del momento Antecedentes

¢ | coserTuRa

Intenta EU prevenir

|ﬂ ua ue 1l 1onan =i ]LII:\'I:D a
las 20:00 hrs. en Torredn y la
vuelta el domingo a las 18:00
hrs. en el Tec, informa la
FMF.

RAYADOS | FUTEOL

[ coserTURA

COP 16

Arrancan 16 paises discusidn
por clima. Consulta toda la
informacion de la reunidn.

{} cobertura recomendamos fotogalerias gréficos animados libre acceso pac.,asts publicidad
% L

nueva filtraciéon
Tras |a divulgacion de mas de 250 mil documentos
oficiales, la Casa Blanca ordena una revision del

manejo de informacion en sus dependencias
11:42)

avenidas regias
Informa Municipio de Monterrey que desde hoy v
todo diciembre realizaran labores nocturnas de

bacheo, pintura y limpieza de las principales .
avenidas. (12:53) Pide FCH en cumbre respuesta responsable

Al arrancar en Cancun la cumbre climatica, Calderdn afirma que el
mundo espera una respuesta responsable de los casi 200 paises

Intenta EU prevenir participantes.

nueva filtracion Foto: Juan Novelo

Tras la divulgacion de mas de 250 mil documentos

oficiales, la Casa Blanca ordena una revisidn del . .
manejo de informacién en sus dependencias. Difunde A}I.\-“ldeo
[11:42) contra Medina

Sube AN de ML a su sitio web video que exhibe a Medina ofreciendo en
camparfia rechazar nuevos impuestos, pero como Gobernador crea la
tenencia estatal. (11 34:-




Antecedentes

Tienecomofinalidad

ARegular el tratamiento legitimo de datos
confidenciales

A Controlare Informar sobre el uso responsablede
la informacion

AGarantizar la privacidad del contenido de los
mMismos

Losresponsablesieben

A Observaros principiosde licitud, consentimiento,
informacion, calidad, finalidad, lealtad,
proporcionalidady responsabilidad

SCANDA

(Ley Federal de Proteccion de Datos Personales en Posesion de Particulares)




Asegurar negocio in interrumpido con el manejo de cumplimiento de
normas al menor riesgo y previniendo perdida de informacion
asegurando los procesos de negocio.

A Manejo y medicion de riesgos y reglas
I Retrasos en generar reportes de auditoria y
requerimientos de normas.

i Dificultad en recuperar malos o rotos procesos
negocio. ‘ |

A Visibilidad de datos en movimiento y
almacenados en reposo

i Tipos de datos desconocidos

&=
I Riesgos desconocidos en cada canal de s - ‘
g =) -0 B

comunicacion.

A Asegurar los procesos de Negocio QE
I No poder asegurar quien envia que. E

I Posible dafio a la reputacion e imagen de la T
compalfiia

SCANDA


http://intranet.websense.com/Divisions/Marketing/Marcom/Image Library/Icon Library/Website-Internet/High_Res_TIF/Open_Email.tif

¢En qué nos ayudara?  Antecedentes

Lavado de dinero

Espionaje Industrial

Fraudes .
L - Venta/Fuga de Informacion
Auditorias informaticas Fraud
Cumplimiento CNBV, PCI, etc. rad .es _
Hackeoy ataques Investigaciones de RH
Auditorias

Malwares Indetectables

Fugade informacion Compliance
Mejorar procesos BlUsqueda de evidencias

SCANDA



¢ Qué es DLP? Introduccion

Es un termino de seguridadreferente a un sistema que
identifica, monitorea y protege datos en uso, datos en
movimientoy datosen reposopor medio de mecanismosle
inspeccion, analisis contextual de transacciones(origen,
destino, medio, etc), siendoadministradodesdeuna consola
central donde tiene la capacidadde detectary prevenir uso
no autorizado asi como transmision de informacion

confidencial

Dondeestasuriesgo

® Email

@ HTTRMHTTRES

" Endpaoint HTTRHTTPS
@ FTP

@ Endpoint Application

@ Other

SCANDA




| as bases Introduccion

pral A Disefio unificado de politicas
i Unica ofrecida con disefio de politicas unificado
I Manejo de todas las facetas de una efectiva politica de prevencion de fuga.

I Poderosa capacidad de monitoreo para rastrear cualquier cambio en la
informacién.

A Bajo costo y poca complejidad
I Solucion modular adaptada para los requerimientos especificos del cliente.

IDENTIFICA MONITOREA PROTEGE

" < \ N

SCANDA ( Administracién y reporteo centralizado )




Do

SCANDA

MultiplesT I OS il & RS Fdz3l X

Quien Donde Como

Recursos Humanos Cadigo fuente Proveedor FileTransfer Auditar

Servicios Planes de Negocio Respaldo personal We Web

Mercadotecnia Informacion de Clienteq Soc-s Instant Messaging
Fin- Planes de mercado

Contabilidad

Bloquear

Notificar

Blog Peerto-Peer Remover

Clientes ‘ Encriptar

Spyware Site

Nomina

Infor ciera

Informacion Proveedor

Ventas Impresora Cuarentena

Legal USB Medio removible Confirmar

Documento Técnico

Soporte Técnico Competidor

Print Screen

Analista

Info. Competitiva

‘ Ingenieria Copy/Paste



Requisitos: Buen nivel de Madurez

a
Para tomar en cuenta:

Clasificacion de Informacion

Buenas politicas de seguridad, educacion y tecnologia
Diferente a otros productos de seguridad

Creacion de un Consejo (CERT).

El proyecto de DLP econdmicamente se justifica solo tan solo con ponerlo en
modo monitor en la red en menos de 1 mes.

To o o To I

A Efectivo contra malas practicas de negocio

A ActiveDirectory

SCANDA




|dentificacion

File Server

Windows Shares
Mounted Shares

SharePoint

Database Server

‘ODBC via DSN
DS Manager

o 2
DS Server

Email Server

Mailboxes
Public Folders

SCANDA \



Fingerprintg Paso 1 |dentificacion

T The War of the Worlds.doc - Microsoft Word |-_||E|E|
i File Edit View Insert Format Tools Table Window Help Adobe PDF  Acrobat Comments Type a question for help * X

0B PRk B 08 O E S 150% wMMMEHwI = FE

The War of the Worlds ]

by H. G. Wells [1898]

No one would have believed in the last years of the nineteenth century that this world was
being watched keenly and closely by intelligences greater than man's and yet as mortal as
his own; that as men busied themselves about their various concerns they were
scrutinised and studied, perhaps almost as narrowly as a man with a microscope might
scrutinise the transient creatures that swarm and multiply in a drop of water. With infinite
complacency men went to and fro over this globe about their little affairs, serene in their

assurance of their empire over matter. M
| .
- T
Em == &gl |
Page 1 Sec 1 1/1 At 3.5" ln 11 Col 1 B
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Fingerprintg Paso 2 |dentificacion

Eliminarcaractéresxtras, enterscontrolesde
caractéresetc.

the war of the worlds by h g wells 1898 no one would have believed in the last years of
the nineteenth century that this world was being watched keenly and closely by
intelligences greater than mans and yet as mortal as his own that as men busied
themselves about their various concerns they were scrutinised and studied perhaps almost
as narrowly as a man with a microscope might scrutinise the transient creatures that
swarm and multiply in a drop of water with infinite complacency men went to and fro

over this globe about their little affairs serene in their assurance of their empire over
matter

SCANDA




Fingerprintg Paso 3 |dentificacion

Eliminaciorde palabrascomoarticulos etc

h‘r&war\bﬁhgworlds Dy h g wells 1898 ?rebm]d'he{e believed M, the Psf years D&,
Ythe nineteenth century that this world Was beiag watched keenly~and closely'by
intelligences greater fiam mans Mg et Ms mortalas Msewn Thatas men busied
themselves abdwt tRessyarious concerns they Wesg scrutinised nd.studied pethaps alimest,
asnarrowly weldagitan.yvith microscopemaight scrutinise theyransient creatures fhag,
swarm Mmu]tjply Mg drop of water ‘with infinite complacency‘n&e];um ta,ang frq
over thig globe abayt their little affairs serene ¥ thjr assurance of their empire Ovwgr

matter

SCANDA
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Fingerprintc Paso 4 ldentificacion

Palabragealmenteimportantes

war worlds h g wells 1898 believed last years nineteenth century world watched keenly
closely intelligences mans mortal men busied various concerns scrutinised studied
narrowly man microscope scrutinise transient creatures swarm multiply drop water
infinite complacency men globe little affairs serene assurance empire matter



Fingerprintg Paso 5 |dentificacion

Qo
ARAME

para TL

Hashes de Hpalabrasde 5en 5

Hash HashHa2tasB Hash #5

R S W B
T T \ L \

war|worlds h_behevedllastlyearslmneteenthl century world watched keenly

closely intelligences mans mortal men busied various concerns scrutinised studied

narrowly man microscope scrutinise transient creatures swarm multiply drop water
infinite complacency men globe little affairs serene assurance empire matter

Hash #1 Hash #9 Hash #17 Hash #25 Hash #33 ...
|

J
Y
Fingerprint Stored in PreciselD DB

SCANDA
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Extract

Algorithmic
Conversion

Extract

Outbound Content
(E-mail, Web, Fax,
Print, etc.)

SCANDA

Algorithmic
Conversion

Analisis

—

01011100
11010011
00001011
00 100100
1000111
01110101
01101011
0110011
0111101

One-way

Mathematical

—

Representation

—

010111001
101001100
00101100
100100

One-way

Mathematical

Representation

= 0x190C1

|dentificacion

0xB6751

0xB61C1
0x37CB2
0x5BD41
0x190C1
0x93005

0x590A9
0xA0001

Fingerprint
Storage &
Indexing

0x5BD41

0x93005

Fingerprint
Creation

Real-Time
Fingerprint
Comparison



Proteccion |dentificacion

AGREFMGNT AD PLAX OF MERGER

Proteccidn a los ataques Format
mas comunes de Manipulation
manipulacion de datos

Data
Flooding

AGREEMENT AND PLAN OF MERGER

This AGREEMENT AND PLAN OF MERGER (this
“dgreement”) is made and entered into as of October 3, 2006
(the “dgreement Date™) by and among Company Technologies,
Inc.. a Delaware corporation (“dcguirer”), Neon Corp.. a
Delaware corporation and a wholly owned subsidiary of
Acquirer (“Merger Sub”), and Outreach . Inc., a Delaware
corporation (the “Company™).

Copy
& Paste

RECITALS

A The Boards of Directors of Acquirer, Merger Sub and
the Company have determined that the Merger is advisable and
in the best interests of their respective companies and
stockholders, have approved and declared advisable this
Agreement and, accordingly, have agreed to effect the Merger
provided for herein upon the terms and conditions of this
Agreement.

Hidden
Data

B. Concurrently with the execution and delivery of this
Agreement_ and as a condition and inducement to Acquirer’s
willingness to enter into this Agreement, (i) the Company and
each Company Stockholder listed on Exhibit A-1 is executing
and delivering to Acquirer a voting agreement in the form of

Embedded
Files

Tt AGREFVENT AN P AN OF e
andinred o aTsuﬁhOc‘mh 5,208 e "Agrooméne e’ oy and
ona Campay Teannblon s, Inc. a DEwars corporston (-Acuirer
Fittn Corm 5 Ditanare Sorporaiion and 2 iy arned Subdiden of

sl M-ry FSub. and Oureach Ine -5 Delaware corporalion (the

Jﬂﬂhmmwhw—mv&wv
WIS TEETEIE SN L HEY

Structure
Manipulation

g

+ A The Boards of Directors of Acquirer, Merger Sub and the Company have
determine nat the Merger's Silisae andin e bect ereets b er
rEepecive companies 3 stocknoiders ave aporoved and declared

Soreacle T an, accordnaly. have agreed to

Herger provia e Pevain UpAIng Lersis ar) comiRone or e,

Agreem

6 Coretenty i the exccution and delvery of s Agreement and 25 2

Coridiion antl ingUCement to ACqurer's valingness t erier 1o this

Agreement. () the Company and each Company Stackhoider listed on

EXhibIL AL s Exeeuting ANt e Ivering th ACUTer 3 VoG agreement in the

fomer

SCANDA
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OtrosmétodosX |dentificacion

A Definicién de palabras claves, ejemplo: confidenniak,
tarjeta de créditocurps amex cc, etc, etc

A Expresiones regulares (t6:digitos, estructura del CURP, IFE,
etc)

A(2:(?<Visa>4\d{3})|(?<Mastercard>5[1-5]\d{2})|(?
<Discover>601 I)|(?<DinersClub>(?:3[68]\d{2})(?
:30[0-5]\d))|(?<AmericanExpress>3[47]\d{2}))([
-1))(?(DinersClub)(2:\d{6}\1\d{4})|(?(AmericanExpr
ess)(2\d{6}\ I\d{5})|(:\d{4}\ \d{4}\1\d{4]})))$

Regular Expression for Credit Card Numbers

A Templatesde normasPCIl DSS, GLBA, HIPAA, SOX y muchas m
por sectores.

SCANDA
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Modulos Monitorear

Data Discovar Detecta y clasifica los datos distribuidos
en toda la organizacion.

—" S—

Data Monitor Monitorea quién esta utilizando
cuales datos y como lo hace.

Data Protect Protege los datos con controles

basados en politicas que se asignan a los proce il
organizacionales. g

Passive Monitoring

Data Endpoirt Extiende la seguridad de datos al punto
final con administracion integrada y elaboracion de
Informes.



http://www.websense.com/content/Regional/LatAm/DataDiscover.aspx
http://www.websense.com/content/Regional/LatAm/DataMonitor.aspx
http://www.websense.com/content/Regional/LatAm/DataProtect.aspx
http://www.websense.com/content/Regional/LatAm/DataEndpoint.aspx

Monitorear

)

Remediation
File shares, Servers, Laptops Tipos de Archivos
AVindows file shares AVicrosoft Office Files ADelete
HENE AUnix file shares APDFs AMove
" ANAS / SAN storage ASTs AQuarantine
Awvindows 2000, 2003, Aip files ANotifications
SCANDA 2005 AEncrypt

Avindows XP, Vista, 7 AAlert / Report



Datosen Movimiento Monitorear

Monitor

Gmuil
G,
I MAIL

msn* Hotmail
- Remediation
Email Instant Messages Web Traffic
BMTP email Arahoo IM TP Aaudit
ﬁExchange, Lotus, etc. AVISN Messenger AITTP ABlock
TERE Avebmail AA\OL Messenger MTTPS Ancrypt
" Aext and attachments AGtalk ACP/IP Aog

SCANDA



SCANDA

Print & Burn

ALocal printers
ANetwork printers
ABurn to CDs/DVDs

USB

AExternal hard drives
AMemory sticks
ARemovable media

Monitorear

Enforce

% [0

Copy and Save As Actions & Controls
ACopy to Network shares AAllow
ACopy to external drives Adustify
ASave As to external drives ABlock
ALog



Metodologia con resultados

comprobados Proteger

Violaciones

14000 -

12000 -

10000 -

8000 -

6000 -

4000 -

o FEELENTE

O T T T T
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

I Monitoreo B Politicas activas

SCANDA

Remediacion extremam ¢rf /



Evidencia

Proteger

# LIS Names {\Wide) (PreciselD Natural Language Processing 3375
Ackerman,Male, Adam,),Coyne, Adame,Male, Adcock,Male, Adki
# 1S 55N (Default) (PreciselD Natural Language Processing) 1318

153-56-8041, 153-60-1927, 121-72-6867, 121-74-4233, 122-26-

Rule: US and Canada PII: SSN + Name LT

® U5 Names (Wide) (PreciseID Natural Language Processing 3375
Atwell,Male, Avres,Female, Babin,Male, Baez,Male, Balderas,Fen
# 1S 550 (Default) (PreciselD Natural Language Processing) 1318
124-64-7630, 124-68-4731, 126-46-3325, 126-66-9710, 128-40-
Rule: US SSN {default) Q
# LIS 55N (Default) (PreciseID Natural Language Processing) 1322
100-22-6902, 100-34-2329, 100-44-1003, 100-54-4243, 101-54
Rule: GLBA: SSN Q
# 1S 55N (Default) (PreciselD Natural Language Processing) 1322

137-14-4226, 137-54-7935, 137-98-4760, 138-11-4571, 139-30-

Rule: SSN: ITIN Q

® U5 ITIN {PreciseID Patterns) 0
935-51-5718, 936-84-5473, 936-88-4009, 937-77-6957, 935-62

Desles 116 CCMN F ook msslbd [

] Gartner 3.1 Parti... 39691 02 Feb. 2010, 07:18:49 PM | jlondon Marketing Documents | B Email dssdemo@yahoo.com,.. () Medium Encrypt
[] Gartner 3.2 Regis... 43790 03 Feb, 2010, 12:56:58 PM | CN=Users,DC=tmlab... K GLBA; Credit Card... 2 FTp 204.15.64.182 @ High Block
D Gartner 3.3 IP Go.., | 69160 | 04 Feb. 2010, 11:07:20 &M | Mike Lee Strategic plannin. .. (7] HTTP/HTTPS 74,125,19,138 @ High Elock
[] Gartner 3.4 IM 39449 02 Feb. 2010, 07:06:34 PM | 10.34.51.54 GLBA; Credt Card,.. & Chat bschwarz@websense.com | @ High Permit
L] Gartner 3.5 55741 03 Feb. 2010, 08:00:11 PM | Jack London GLBA; Social Secu... @ HTTRHTTRS 74.125,19.83 & High Block
«
| Incident; (4] 55741 [»] Severity: @ High Action:  Block Channel: @ HTTP/HTTPS (@common_encrypted®)
Displary: ['diolatiun triggers ;I Forensics Properties History
@ Rule:US and Canada PII: SSN + Name Q ~

Incident Details

Severity: @ High

Status: New

Action: Block

Channel: @ HTTPHTTPS (@common_encrypted@)
Analyzed by: Policy Engine Y10KTM-wcg
Detected by: Content Gateway on Y10KTM-weg
Event kime : 03 Feb. 2010, 07:55:36 PM
Incident time: 03 Feb., 2010, 08:00:11 PM
Assigned to: Unassigned

Incident tag: Gartner 3.5

Max matches: 3375

Source

1P address: 10.34.51.201

1P address: 74.125.19.83

URL Category: @eneral Email{Internet Communication)
Country: United States

Ciky: Mountain Yiew

Region: Califarnia

Attachments
File name{s): C:\SampleData\records.csv(490 KB); Ci\SampleDatalCustomer Records

Records,xls(41 KB); C:\SampleDataiEmployes Records, xls( 18 KB)
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To T To I»

DLP nos ayuda a cubrir todos los puntos de la ley.
DLP nos ayudara a educar a los usuarios y evitar fugas.

DLP es una herramienta que involucra a todas las areas y tomar
su tiempo de implementacion.

DLP ayudara a las empresas a que pueden aumentar la seguric
dentro de su organizacion y cumplir con los requerimientos
regulatorios para todas las areas y regiones en las que la
compania haceegocio..



Experiencia Diferenciadores

CertificaciOrnCISACISMCISSP
Alineaciona mejorespracticasCobit B 799 ITIL

SCANDA



Algunos Clientes

Mecmex o Qlfa REACERO

TOBACCO

FEMSA  BEERishng & Scotiabank POSADAS..

EL BANCO FUERTE DE MEXICO

4~ AFIRME Comercial (23 BANREGIO @Banamex

g M ADO  ‘invex

SCANDA LOREAL |CA < pepsico



http://www.brandsoftheworld.com/download/brand/107812.html

SLANDA ¢, Preguntas?



Gracias

Contacto Comercial Ing. de Preventa
Nélida Sanchez Ing. KarlHeinz Holtschmit
SAC * nsanchez@scanda.com.mikarl.holtschmit@scanda.com.mx
o s +52 81 81299100




